
CounterTack Builds Cloudera Enterprise Data Hub  
to Improve Real-Time Security Incident Response  
Against the Growing Magnitude of Cyber Threats 

Decreases Attacker 'Dwell Time' from 240 Days on Average to Just Minutes  
to Detect, Analyze and Remediate 

PALO ALTO, Calif., May 26, 2015 (GLOBE NEWSWIRE) -- Cloudera, the leader in 

enterprise analytic data management powered by Apache Hadoop™, today 

announced that CounterTack has selected Cloudera to build out its enterprise data 

hub to help protect organizations from cyber criminals, specifically those that attempt 

to stage attacks on unsuspecting users on corporate endpoints across enterprise 

networks. 

CounterTack's Sentinel is an enterprise-class, big data endpoint detection and 

response platform (EDR). Cloudera Enterprise gives it the ability to support 

enterprise deployments of over 100,000 endpoints, while effectively analyzing 

system-level information across distributed, heterogeneous computing environments 

with real-time processing in minutes versus up to 240 days--the current industry 

standard for how long attackers typically dwell in enterprise systems undetected 

before an effective response can be executed. 

CounterTack analyzes information collected from devices including workstations, 

laptops, servers and mobile devices throughout an enterprise to identify patterns or 

anomalies that might be associated with malicious behavior. As the number of 

devices touching and connecting to a corporate network grows, fueled in large part 

by the Internet of Things (IoT), the ability to monitor and protect corporate assets 

from new or previously unseen security threats becomes even more imperative. To 

effectively counter new threats, companies must be able to detect, analyze, and 

respond to malicious code injection, purpose-built malware and non-malware 

behaviors that may be associated with unsuspecting users' devices at the network 

endpoint. 

"As the volume and sophistication of endpoint attacks are expanding exponentially it 

is critical for organizations to implement a secure endpoint threat detection and 

response platform that is combined with reliable advanced analytics," said Eddie 

Garcia, chief security architect, Cloudera. "By integrating with Cloudera Enterprise, 

CounterTack's platform is taking advantage of crucial, high-performance, real-time 

analysis in demanding enterprise environments while also gleaning important 

http://globenewswire.com/Tracker?data=7CDRjXeYgKyTZtYdfIRPMsNFizmGmwT_JUcRhFBgWwrxIOlsC0it_0hQXmgsK5F2jmcHHivxaOmyNttXbEqI2JMsBf6wHpX786Mqv64xfR4%3D
http://www.cloudera.com/content/cloudera/en/about/hadoop-and-big-data.html


insights to help protect its customers from malicious attacks. We are thrilled that 

CounterTack chose Cloudera as its trusted partner." 

Big data technology gives CounterTack the ability to scale and properly service large 

corporate customers was essential for CounterTack to meet the demand of 

enterprise security teams. Limitations of scale from other point solutions led the 

company to adopt Cloudera's enterprise data hub infrastructure in order to provide 

near real-time analysis in the most demanding environments where every minute 

counts. The company chose Cloudera based on its industry-leading Hadoop 

distribution expertise, ease of management through Cloudera Manager, and 

production-ready capabilities including leading performance, compliance-ready 

security and governance. CounterTack has successfully utilized Cloudera to create a 

massively scalable system that has the ability to collect and analyze endpoint data to 

provide security teams with pertinent information to identify and mitigate threats.  

"The Cloudera Enterprise ecosystem immediately solved our ability to effectively 

scale our business, and allowed us to innovate much faster, focus on our core 

strengths, and ensure that our customers' data is governed and secure," said Mike 

Davis, chief technology officer, CounterTack. "On a consistent basis, we run across 

enthusiastic Cloudera customers during our own sales activities. Having Cloudera 

Enterprise at the core of our offering has proven to be a big plus in the eyes of our 

prospects. There is an overlap of interest in utilizing the data we capture in their own 

operations as well. When we saw our security-minded customers were already 

relying on Cloudera, it gave us the flexibility to focus on our domain expertise which 

is detecting unknown threats in the enterprise." 

Cloudera Enterprise is a fully supported enterprise-ready distribution of the open 

source Hadoop platform and is the most widely deployed Hadoop distribution on the 

market today. As a result of Cloudera's powerful data management technology, 

users across all industries are able to leverage a complete range of available data 

and data types, and iterate faster to make more informed business decisions with 

actionable results. 

About Cloudera 

Cloudera is revolutionizing enterprise data management by offering the first unified 

Platform for big data, an enterprise data hub built on Apache Hadoop. Cloudera 

offers enterprises one place to store, access, process, secure, and analyze all their 

data, empowering them to extend the value of existing investments while enabling 



fundamental new ways to derive value from their data. Cloudera's open source big 

data platform is the most widely adopted in the world, and Cloudera is the most 

prolific contributor to the open source Hadoop ecosystem. As the leading educator of 

Hadoop professionals, Cloudera has trained over 30,000 individuals worldwide. Over 

1,500 partners and a seasoned professional services team help deliver greater time 

to value. Finally, only Cloudera provides proactive and predictive support to run an 

enterprise data hub with confidence. Leading organizations in every industry plus top 

public sector organizations globally run Cloudera in production. 

Connect with Cloudera 

Read our blogs: http://www.cloudera.com/blog/ and http://vision.cloudera.com/ 

Follow us on Twitter: http://twitter.com/cloudera 

Visit us on Facebook: http://www.facebook.com/cloudera 

Join the Cloudera Community: http://cloudera.com/community 

Cloudera, Cloudera's Platform for Big Data, Cloudera Enterprise Data Hub Edition, 

Cloudera Enterprise Flex Edition, Cloudera Enterprise Basic Edition and CDH are 

trademarks or registered trademarks of Cloudera Inc. in the United States, and in 

jurisdictions throughout the world. All other company and product names may be 

trade names or trademarks of their respective owners. 
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